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INTRODUCTION

K-9 Mail is an email application (app) for
Android phones or tablets.

K-9 supports multiple mailboxes, each
independently configurable. T his ability to
configure the application makes it great
for people who get a lot of email and
want to be able to manage it flexibly
when you are on the move.

K-9 can connect to email servers using all
popular methods, including POP3, IMAP and WebDAYV protocols.

Because K-9 is an Open Source project, it makes it easy for other
coders to add to the project and increase its security and other
features.

One such improvement is the ability to encrypt and decrypt email with
the popular and well tested PGP encryption method. T his makes K-9 a
suitable email application for users and organisations who want to be
able to handle email securely and responsibly via mobile devices.

Such users include journalists, human rights workers, other workers
who have to protect the data of the clients, staff dealing with medical
information of their patients and businesses who need to be careful
with their confidential intellectual property.

In an era post-Prism and the Snowden disclosures, organisations and
individuals cannot be sure that their data is safe from surveillance of
governments agency and a wide network of data analysts working with
them. Email encryption can be an important step to prevent your data
from falling into the wrong hands. K-9 makes the process relatively
easy as you will see in the chapter on Security and Encryption.

ABOUT ANDROID AND THIS GUIDE

Android applications are written to work on many different devices
with different sized screens including both tablets and phone.

If you are using an device that doesn't have a Menu key then instead
you will see a menu icon with three squares on your navigation bar
which will give the same options when touched. We will call this the
More Actions icon.

The More Actions icon may also appear at the right hand side of in the
action bar of your application.
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Encrypting email Sep 28

A encrypted enigma Have a look at this short course on how to
encrypt your emails.

1 O {

Welcome to GameFuse! Sep 25

4 .GameFuse Having trouble viewing this email? View itin your
web browser WELCOME TO GAMEFUSE. We're stoked to have
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The Menu Button

Older Android devices will normally have a Menu hardware key.

Thu. 15 Dec.

Menu Button

In this case to access the same options listed under the More Actions
icon above press the hardware Menu button instead.

about online atfinity spaces using digital
hadges in novel ways? Help us
crowdsource further enline spaces
where we can investigate social

Mark unread
Refile

Show headers Select text

Settings

TECHNICAL INFORMATION ABOUT K-9

K-9 Mail started life as a fork from the Android Open Source Project's
Mail client program by Jesse Vincent of Best Practical Software.

The screen which welcomes you to K-9 gives us an introduction to
some of the features which make some improvements on the stock
email client which comes with your Android device.



B, Welcome to K-9 Mail

K-9 Mail is a powerful free email client for Android.
Its improved features include:

« Push mail using IMAF IDLE
« Better performance

- Message refiling

Email signatures
Beo-to-self

Folder subscriptions

All folder synchronization
Return-address configuration
Keyboard shortcuts

Better IMAP support
Saving attachments to SD
Empty Trash

Message sorting

« _and more

Flease note that K-9 does not support most free Hotmail accounts and, like
many mail clients, has some quirks when talking to Microsoft Exchange.

Flease submit bug reports, contribute new features and ask guestions at

K-9 can be used together with an app called AGP to encrypt emails.
Currently this only works with "inline" encryption rather than the more
modern pgp/mime encryption. There is more information about this
area in the section on encryption.

Many of these are explained in the course of this manual. Others are
listed on the project's wiki pages here - https://github.com/k9mail/k-

9/wiki/Featurelist

Getting involved and getting help

You can get involved with the K-9 project in different ways. There is a
mailing list here which serves as an all purpose first port of call for
support and interaction with and between the community of users and
developers.

The project also posts updates on their Google Plus page.


https://github.com/k9mail/k-9/wiki/FeatureList
https://groups.google.com/forum/#!forum/k-9-mail
https://plus.google.com/114221735215588688400/posts

GETTING STARTED

When you first get started with K9 you will need to do two main
things. First you will want to install K9 on your phone or tablet. Then,
you will need to configure K9 to use one or more email accounts.

INSTALLING K-9 MAIL

Most Apps on Android phones and tablets are installed through the
Google Play app store. However, you may want to be able to install K9
without leaving your details with google. This is also possible using F-
droid project

You will need to be connected to the internet with wifi or your phone's
data connection to complete these steps. Some of the steps may look
different depending on your version of Android and the size of your
device.

Installing K-9 Mail from Google Play

Start Google Play by clicking on the Play Store icon or the Shop icon
on your android device.

Music & Weathe People

OF @ »

Sound Recorde Super-HD Play LELL Twitter

In the top bar, you should then be able to see a search icon that looks
like a magnifying glass.

B Google Play m :

B moviesaTv

In the top left corner of the screen you should see a flashing cursor
allowing you to type a search term to search the Google Play store.

Type in "K9".



To search click on the search icon.

The application you want is called "K-9 Mail". Click on the panel to see
information on the application. You will also see the option to
INSTALL.

Click on the INSTALL option and follow the instructions. You will need
to agree to allow K9 access to your messages, personal information (in
order to add contacts), network communications etc. T his is normal
and you should accept to be able to use the application.

When you start K-9 you will be shown a summary of its features. You
should click Next to continue. You can skip forward to the section on
setting up your email accounts.

Installing K-9 Mail from F-Droid

Some Android apps can be downloaded and installed without having to
give your details to Google Play store. You can find a recent version of
K9 on a website called F-Droid. Installing through the F-Droid
repository also allows you to get K9 updates automatically. F-Droid is
an alternative to the Google Play market. If you like what you see then
you can install the F-Droid repository app which allows you to easily
browse and install other FOSS applications.

Before you can install an app in the following way you will need to
adjust the security settings on your device to Allow installation of
apps from unknown sources.


https://f-droid.org/repository/browse/?fdfilter=k9&fdid=com.fsck.k9

SCREEN SECURITY

&= Storage Screen lack

Battery

Apps Make passwords visible

PERSONAL
DEVICE ADMINISTRATION
Location services

& Security

B Language & input

While it is great to have an alternative to Google Play and to be able
to install apps directly to our devices, it is important to know that
there are risks to installing apps from untrusted sources. Make sure
you either use Google Play, a trusted source like f-droid OR the
website of the developers. Don't download apps (apk files) from just
anywhere on the web.

On your android device, point your web browser to http://f-droid.org.
Select the Search navigation link. Search for K9 and then touch the K-9
email client from the results.

Scroll down the page and select the the link which says download apk
to download a file of the latest version of K9 listed. At the time of
writing this is Version 4409 as shown in the screenshot.

Version 4.409

This version is built and signed by F-Droid, and guaranteed to correspond to the source tarball
below.

download apk 3.1 MB
source tarball 7.9 MB

view permissions

When you have selected the the link you should get a notification on
your navigation bar that you are downloading a file.

"
respand to the source Forums

Topics



http://f-droid.org

When this disappears your download should have completed and you
can touch this area of the screen to see your downloaded file.

-Droid, and guar:

Topics

If the above technique doesn't work for you then you should be able
to find the file in your Download file by using the file manager on your
Android device.

fmnty sdcard/ Downla:

B .~ Sl

E 451,00 Kb | -rw

‘ com.fsck.k9_17046.apk

312 Mb | -rw

interviewquestions_david doc

Using either of the ways above, select the name of the downloaded
.apk file - in this case com.fsck.k9 17046.apk - to start the installation
process. You will be given a choice on how to install the application.
Select Package installer and click on Just once.

i Q8

Package installer Verify and install

Always Justonce

The installation process asks you to confirm how much control of your
device you want to give over to the K-9 application.



& K-9Mail

Do you want to install this application? It will get access to:

Allow this app to:

Your messages
Delete Emails, K-9 N

Network communication
full netwark

Storage

modify or delete the cor

System tools

Cancel Install

=1 =) =)

Once you have installed your K-9 application you are ready to add one
or more email account to it.

SETTING UP YOUR EMAIL ACCOUNTS

On setting up a new account you are presented with a screen asking
you to enter the Email address and password.

.. Set up a new account

Email address

Password
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We will guide you through the process of setting up an email with both
a major email provider and an independent email provider. In both
cases you will already need to have signed up for an email account and
have your email address and password ready.

Setting up a Google mail account

Enter your email and password in the box provided.

B, Set up anew account

miltonasidegrinder@gmail.com

Manual setup Next

Click on the Next option.

K-9 will now search its resources to see if there are details of the
configuration of gmail.

Checking incoming server settings...

Because it is a well known resource, the settings are found and you
should then see screens which say Checking incoming server settings...
and Checking outgoing server settings...

If there are no problems with your password then K-9 should connect
to google mail and start to download any existing email you have.

m



The following screen tells us that we are almost done and asks for
two more pieces of information, account name and display name.

Giving the account a name is helpful when organising your email if you
add more that one account. Make sure to enter a name to show on
your outgoing emails so people know who you are when you send
them a message.

B, You're almost done!

Give this account a name (optional):

I'ype your name (displays on outgoing messages):

The next window you see is a Change log message. Click OK.

When this is done you should be shown the Accounts window. You are
ready to skip forward to learn about everyday use of K-9 or learn
how to set up an account manually.

B, Accounts 4 Q o =&

Unified Inbox 4

All messages in unified folders

All messages A
All messages in searchable folders

® Milton gmail o1 G

104.4KB

12



Setting up an email account manually

It may be that your email server account isn't recognised by K-9. If this
is true then the process above will not work and you will have to set
up your email account manually.

If you have already installed an account and want to install another

then click on the More Actions icon or the menu key on your
device.

Now select the Add account option.

B, Accounts 4 Q o K&

Unified Inbox Add account
All messages in unified folders

About
All messages

All messages in searchable foldi .
Settings Import & Export
® Milton gmail _

104.4KB Settings

Enter your email and password in the dialogue boxes shown.

B, Set up anew account

encryptedenigma@aktivix.org

Select the option Manual Setup.

Manual setup Next




This gives you three options IMAP, POP3, or Exchange (WebDAV).

At this stage what you choose depends on the options offered by
your email provider. If they offer both IMAP and POP3. Some
advantages of IMAP are that it normally takes up less storage space
on your device and allows easier syncing of email if you check from
more thane one device.

B, Account type

What kind of account is this?

IMAP

POP3

Exchange (WebDAY)

We will document how to set up your email with IMAP as this is now
the most common method of checking email. If you want to choose
POP3 the following instructions should be understandable.

If you want help on setting up K-9 with Exchange(WebDAV) there is
help here on the K-9 support pages. https://github.com/k9mail/k-
9/wiki/K9MailAndExchange

Configuring your email with IMAP

Choose IMAP after Fill in the server settings that your email provider
sent you or those listed on their help page. An example of some
incoming email settings follow.

14


https://github.com/k9mail/k-9/wiki/K9MailAndExchange

B, Incoming server settings
Username

encryptedenigma
Password

sessssssess
IMAF server

newyear.aktivix.ord

Security
SSL/TLS (always)
Authentication

PLAIN
Port

993

Next

For security select either SSL/ TLS(always) or START T LS(always) don't

select None.

Click on Next when you have filled out the settings. If there is an error
go back to the details given to you by your email provider and check

them.

If these setting don't work some experimenting with different settings
is sometimes helpful. Their documentation could possibly be out of

date.

Certificate Signing, O=StartCom Ltd., C=IL
Fingerprint (SHA-1):
b092f365897abc3f9a263096dc9dc3fObf8elc4d
Certificate chain[1]:

Subject: CN=StartCom Class 1 Primary
Intermediate Server CA, OU=Secure Digital
Certificate Signing, O=StartCom Ltd., C=IL
Issuer: CN=StartCom Certification Authority,
OU=Secure Digital Certificate Signing,
O=StartCom Ltd., C=IL

Fingerprint (SHA-1):
f691fc87efb3135354225a10e127e911d1c7f8cf

Reject Key Accept Key

15



If you get the option to accept a certificate click Accept Key. You can
normally check that the detail of this key are correct on the website of
your email provider.

Outgoing mail is called SMTP, you need to fill in different set of
settings for this which you should have been sent by your email
provider.

B, Outgoing server settings

SMTP server

newyear.aktivix.org

Security
STARTTLS (always) 4
Port

587

¥ Require sign-in.
Authentication

FPLAIN 4
Username

encryptedenigma

Passwaord

MNext

Fill in your Outgoing server settings and click Next.

This should return you to the Accounts window where you should see
your new account listed.

You are now ready to move on to learn about the every day use of K-
9 to read, write and manage your emails.

16



EVERYDAY USE

This section covers reading, writing and deleting emails.

READING EMAILS

To read emails you should turn start K-9 and click on the mail folder
which contains messages that you want to read. If you want to read all
new messages you can select the Unified Inbox.

B, Accounts 6 Q 9 E+

Unified Inbox

All messages in unified folders

= All messages ® 4
All messages in searchable folders a

® Milton gmail o5 G

124.4KB

® fgsgigtedemgma@aktmx.org ®1 I~

We can see that a choice of different folders. The numbers shown
indicate how may unread messages are in each folder.
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s Inbox P m
& encryptedenigma@aktiviz.org 5 q o =
UK gagging law 18:41
® gagging
/1 »m3shrom Subject: UK gagging law Date: Fri, 30 Aug 2013
13:35:36 +0000 From: David Babbs - 38 Degrees

® r seven ((@r7) sent a notice to your attention 18:40
»m3shrom r seven (r7) just sent a notice to your attention (an
'[w-reply’) on Independent micro blog site. The notice is here: .
Re: [Bricolabs] MAD &2 18:39
‘ »m3shrom Subject: Re: [Bricolabs] MAD Date: Fri, 06 Sep
2013 21:13:22 +0200 From: Kruno Jost =udrugauke@gmail.
® Feedback on BarnCamp 18:37

»BarnCamp Please take 5 minutes to give us your feedback
on BarnCamp.

® your delivery 18:24
»Milton Sidegrinder

O Upgrade your email account now! Aug 2
Your Mailbox Upgrade You have exceeded the storage limit
on your mailbox. You will not be able to send or receive new

O Upgrade your email account now! Aug 2
Your Mailbox Upgrade You have exceeded the storage limit
on your mailbox. You will not be able to send or receive new

Load up to 25 more

When we select any one of the folders we see a list of different email
messages it contains. T here is a solid circle next to message that are
unread and the text of the email subject is bolder.

To read one of the messages select the main part of the message.

5 Q& 2 ¢

® UK gagging law 18:41
»m3shrom Subject: UK gagging law Date: Fri, 30 Aug 2013
13:35:36 +0000 From: David Babbs - 38 Degrees

{& Inbox

encryptedenigma@aktiviz.org

® r seven ((@r7) sent a notice to your attention 18:40
»nm3shrom r seven (r7) just sent a notice to your attention (an

'i@-reply') on Independent micro blog site. The notice is here: .
Re: [Bricolabs] MAD &P 18:39

4 »m3shrom Subject. Re: [Bricolabs] MAD Date; Fri, 06 Sep

K-9 Mail will then display the message. K-9 should be able to deal with
most kinds of email including those that contain HT ML formatting and
images.
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B, UK gagging law

I've just got back from my
summer holiday. | read last
week's email, "38 Degrees
under threat”, whilst | was
away camping. [1] Mot exactly
what you want to see when
you're trying to relas!

I must admit | hoped 1'd get
back in the office and find my

MPs start debating the
proposed "gagging law"
next Tuesday. Please can
you send yours an urgent
email now?

Ask them to block
government plans to
gilence community groups,
charities and campaigners.

-

colleagues had been guilty of
some exaggeration. I've spent
the last couple of days
speaking to lawyers and other
experts, to get to the boettom of
what's going on.

I'm afraid it's really bad. The proposed gagging law would have
a chilling effect on British democraecy and our right to speak up
on issues that matter to us.

The draft law could effectively stop arganisations like 38
Degrees from speaking out for the whole year before a general
election. From May 20714, we would be banned from holding
politicians and political parties to account in ways we do all the
time at present. [2]

In your header bar you can see several options.

B, UK gagging law > ﬁ

I've just got back from my
ummer holiday 1 read 1=t

MPs start debating the

Selecting the arrow keys allow you to move on to the next message or
previous message shown in your folder list. Selecting the picture of the
trash can / bin moves the message to the Trash folder and then
proceeds to the next message in your list.

If you want to return to the folder list of messages you can touch the
K-9 icon of the robot dog and the arrow next to it.

{ & K gagging law > ﬁ

I've just got back from my
summer holiday 1 read 195t

MPs start debating the

Selecting the robot dog icon is also the way to return to the list of
accounts from your Inbox.

If you want to refresh your accounts to check to see if new emails
have arrived you can click on the refresh icon in the Inbox message
view.

s [nbox rﬂ
h encryptedenigma@alktivix.org 5 C)\ =/

In your accounts window the Refresh icon will check all accounts.
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Another way to refresh your emails in your inbox is to select any
message and drag it towards the bottom of your screen. You will see
the message Release to refresh.

& Inbox 2 Q. r:J

encryptedenigma(@alktivix.org

Release to refresh...

O rseven (([@r7) sent a notice to your attention 18:40
»m3shrom r seven (r7) just sent a notice to your attention (an
'f@-reply’) on Independent micro blog site. The notice is here: .
Re: [Bricolabs] MAD éy‘ 18:30
4 »m3shrom Subject: Re: [Bricolabs] MAD Date: Fri, 06 Sep

O

If you release your selection then K-9 will load any new messages you
have.

A Inbox 2 Q g

encrypledenigmai@aktivix.org

Loading...

Reading email attachments

To read or view email attachments select the Show attachments box.

k‘ image attached ) ﬁ

Milton Sidegrinder ¢
4 To: encryptedenigma@aktivix.org

ot
=

18:51, 5ep 28, 2013
Show attachments

Here is that image | said | would send.

Milton

You should then see more information about the attachment. If the
attachment is an image you may see a preview of it.

20



{ & image attached )

-

Milton Sidegrinder <
4 To: encryptedenigma@aktivix.org
18:57, Sep 28,2013

Show message

e Tt

e Open Save

You have the option to either Open or Save your attachment/s.

WRITING EMAILS

There are several ways to write an email message depending on where
you are in the K-9 app.

Replying to an email
Depending on the size of your screen some options may be different.

If you want to reply to an email that you are reading then you should
either click on the the Reply icon.

¢ > ® |

If the Reply icon is not visible then select the More Actions icon |:| in
the top left of your screen and select Send.

& Feedback on BarnCamp ( ) ﬁ

BarnCamp Send

4 To: encryptedenigma@akt
Refile

Please take 5 minutes t0  mark unread

feedback on BarnCamp.
Show headers

Selecting Send gives you several options.

The options are Reply - Reply all - Forward and Share.
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B, Feedback on BarnCamp 4 >

-

BarnCamp Reply
4 To: encryptedenigma@akti
Reply all

Please take 5 minutes to | rForward

feedback on BarnCamp.
Share

The Share option will give you different options to share the email
text on different apps on your Android device.

Reply will reply only to the sender or email list that you have been
sent from. Reply all replies to all recipients of the email and Forward
allows you to send the contents of the email to another person.

B, Forward 8 J >

miltonasidegrinder@gmail.com

To _9_+
Fwd: Welcome to the new Gmail inbox
Message text
From: Gmail Team <mail-noreply@google.coms ’ ol

Bent: Sat Sep 28 18:24:18 GMT+01:00 2013
lo: Milton Sidegrinder
miltonasidegrinder@googlemail.coms
Buhject: Welcome to the new Gmail inbox

The process for sending email for all three options is similar to writing
new emails.

Writing new emails

To write a new email you can click on the compose message icon in
the folder window.

22



B, Accounts F Q o]

Unified Inbox A

All messages in unified folders

In your Inbox view, to send a new message touch the More Actions

icon I:I and then select Compose.

A Inbox 'I Q g

Mext poll in 0 minutes

o Sending attachmel Sortby...

A M _AS Asrequested. -- Sentf
K-9 Mail. Please excuse my b
Compose

<% Image attached

A ;Milton Sidegrinder Hereisth -~ Select all
Milton

0O Re: [Bricolabs] MA Mark all as read

The next screen you see will be the Compose window.

B, Compose ® 4 »

miltonasidegrinder@gmail.com

Jo

ls] IR

Subject

Message text

Sent from my Android device with K-9 Mail. Please
excuse my brevity.

The options here include the To box where you should enter emails
you want to send your emails to, a Subject box for the title of your
email, in your Message text enter the the text of your email.

23



To send a simple email to one person fill out these options and select
on the send mail icon which is a right facing triangle / arrow head at
the top of the screen.

B, Compose e J. | »

miltonasidegrinder@gmail.com

encryptedenigma@aktivix.org

.'O

Testing email

Please reply asap

Along the top line of the Compose window there are other icons which
help us. Touch the icon with two heads and you will see more options
appear to allow us to send mail more flexibly.

B, Compose 4. »

The CC and BCC fields appear and we can enter emails here. CC is a
field that indicates that the person whose email is in CC is not the
main recipient and may not be expected to reply but they are included
in the mail as they will find the information useful.

BCC is similar but the B here stands for 'blind' as other recipients do
not see the identity of people in the BCC fields.

. Compose g. »

miltonasidegrinder@gmail.com

encryptedenigma@aktivix.org 2-+
Cc 24_
Bce .9..+

Sending attachment

As requested.

To the right of the email fields you will see another icon of a head with
a + sign. This is a way of adding the emails of people in your contacts.
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.'O

encryptedenigma@aktivix.org

Cc 2

After clicking on the icon you can select contacts from your contact
list by touching them. They will then appear in the relevant box of
your email.

+

Ash

dsLUni

audio

avaaz(@avaaz.org

Ayo

Sending Attachments

One of the great things about using email is that you can send just
about any kind of file to someone else as an attachment to your
message. To do this click on the icon of the paper clip.

B, Compose el ]| »

Depending on how your Android device is configured you may see
different options to allow you to select a file from your phone or
tablet.

25



[ |

Choose music i Super-HD
i File Manager :
track Player

Use your File Manager or similar application to choose the file you want
to attach.

/mnt/sdcard

Alarms
ﬁ 0items | -drw

Android
t 1 items | -drw

E bricks-150x150.jpg

10.72Kb |-rw

DCIM
t Jitems | -drw

Your file will normally be on your internal SD card or your external SD
card. If you want to attach a photo you have taken may be in your
DCIM folder. A file you downloaded may well be in the Download
folder. You may have to investigate a bit if you are unfamiliar with the
files on your phone.

Select the file you want to attach. You should now see it attached to
your message.

~Sending attachment

[
12 bricks-150x150.jpg X

As requested.
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When you send your email you should see a notification.

mail

DELETING EMAILS

To delete an email you are reading you can touch the icon of the
Trash bin.

&_. Feedback on BarnCamp 4 >

To delete more than one email at a time you can do this when you
have a list of messages in any of your folders.

To select your first email touch the area to the very left of the
summary of one message that you want to delete. T his can be a bit
tricky so aim well.

A Inbox 2 Q g

Mext poll in 5 minutes

o) Encrypting email Sep 28

4 encrypted enigma Have a look at this short course on how to
encrypt your emails.

O Welcome to GameFuse! Sep 25

4 ,GameFuse Having trouble viewing this email? View itin your
web browser WELCOME TO GAMEFUSE. We're stoked to have

O Fwd: [Fsuk-manchester] GNU's 305 %8

4 . m3shrom Subject: [Fsuk-manchester] GMU's 30 Date: Fri, 27
Sep 2013 21:00:16 +0700 From: Michael Dorrington

o Welcome to the new Gmail inbox P %8

4 Gmail Team Welcome to the new Gmail inbox = Hi Milton = <__.
Meet the new inbox Inbox tabs put you back in control with

0O Customize Google Mail with co ¥#%/2°1%

‘ Gonalabdail Taam T enicaiimunir inboyvwith calare and

You should see a tick appear in the box and a message appear in the
header saying 1 Selected.
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v/ 1selected B A =

o Encrypting email Sep 28

4 A encrypted enigma Have a look at this short course on how to
encrypt your emails.

o Welcome to GameFuse! Sep 25

4 .GameFuse Having trouble viewing this email? View itin your

Continue to select other messages you want to delete.

Now that one message is selected, you can touch any part of the
message summary to select it.

/3 selected B A =

o Encrypting email Sep 28

4 d encrypted enigma Have a look at this short course on how to
encrypt your emails.

o Welcome to GameFuse! Sep 23

4 .GameFuse Having trouble viewing this email? View itin your
web browser WELCOME TO GAMEFUSE. We're stoked to have

Fwd: [Fsuk-manchester] GNU's 30> %%

O

v 4 »m3shrom Subject: [Fsuk-manchester] GNU's 30 Date: Fri, 27
Sep 20713 21:00:16 #0100 From: Michael Dorrington

o Welcome to the new Gmail inbox = 2*

G 4 Gmail Team Welcome to the new Gmail inbox = Hi Milton = <.
Meet the new inbox Inbox tabs put you back in contral with

o Customize Google Mail with co #2012

‘ Gonnlabdgil Tegm Tr enies nm usnr inbey with celere amH

To delete all selected messages you can touch the delete / trash bin
icon. This moves the messages to the Trash folder of your account.

v 3 selected o] =

You will also see other icons which give us options to help us manage
our mail. The icon of the envelope gives the option to set the main
selected to be marked as read or unread.

The icon of three messages together in a pile moves selected
messages to your Archive folder.

The More Actions icon of three squares gives you more options which
will be covered in another section.
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MANAGING EMAILS AND K-9

CONFIGURATION

This chapter deals with some of the more advanced use of K-9 mail
including managing your emails, dealing with folders and other aspects

of configuring K-9.

MANAGING EMAILS

In this section we look at a few ways to manage your emails.

Sorting Emails

When you are looking at a long list of emails you have the choice to
order or sort them in different ways. Depending on how big your
screen is you can do this by either clicking on the Sort By... in the More

Actions menu or the the sort by lcon.

The options available to you are to sort by:

Date, Arrival, Subject, Sender, Star, Read/unread, Attachments.

30

B, Unified Inbox Q o 1= =+
o Sending attachment &7 Sep e
A ol A S As requested. -- Sent from my Android device with K-9 Mail. Please excuse my brevity
% image attached Gsepe
o Milton Sidegrinder Here i that image | said | would send, Milton
o Fwd: [Fsuk-manchester] GNU's 30 28
A m3shrom Subject: [Fsuk-manchester] GHU's 30 Date: Fri, 27 Sep 20013 21:00:16 +0100 From: Michael
JE. Unified Inbox Q 2
O Sending attachmel Sortby...
A W A S Asrequested. -- Sentf
K-9 Mail. Please excuse my bi
Compose
% Image attached
4 sMilton Sidegrinder Here is th Select all
Milton
o Fwd: [Fsuk-manch Settings
A egebrame ©oubiant [Conlormmanchactar] R 0 Data: 27




B, Unified Inbox Q

!

O Sending attachme! Date

A .M.AS Asrequested. - Sent f
K-9 Mail. Please excuse my bi

Arrival
% Image attached
A »Milton Sidegrinder Hereisth ~ Subject
Milton
o Fwd: [Fsuk-manch Sender

A ym3shrom Subject: [Fsuk-ma
Sep 2013 21:00:16+0100Fra  Star

O Feedback on Barnt
4 .BarnCamp Please take 5 min Read/unread
on BarnCamp.
Attachments

O your delivery

A upilton Sidegrinder

Working with Folders

Working with folders is a good way to deal with a lot of email. In
another chapter we looked at how to move your emails to the trash
folder or archive folder. If you want to refile your emails into other
folders, this can be done in a couple of different ways.

If you are reading a single email, click on the More Actions icon and
then on Refile.

h Encrypting email ( ) ﬁ

encrypted enigma = Archive
4 To: miltonasidegrinder@gn

A Spam

Have a look at this short ' G move

encrypt your emails.
Copy

You can then choose to Move or Copy the email to one of your
accounts folders.

You will be asked to Choose a Folder to move / copy your email into.



5. Choose Folder @
[Google Mail]/Bin

[Google Mail]/Drafts

[Google Mail]/Sent Mail

[Google Mail]/Spam

Archive

[Google Mail]/All Mail

[Google Mail]/Important

[Google Mail]/Starred

Personal

Receipts

Managing Folders

To create new folders for and email account first go your Accounts
page. Then click on the icon of the folder next to the account you
want to work with.

ﬂ_s- Accounts 2 Q g =+

Mext poll in 11T minutes

Unified Inbox 1 9
All messages in unified folders
All messages 1 2
All messages in searchable folders
® I‘vPItFon gmail o2 G
152.5KB
encrypted e I~
O 243.4KB * 1

This will show you a list if the different folders in the account.
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& Folders Q @g g =+

Mext poll in & minutes

O

Archive (Archive)

o Drafts (Drafts)

O Inbox %* 1

There isn't currently an option to add folders in K-9 mail. You would
need to do that in your Webmail settings.

Folders settings and classes

If you use email a lot and access it in different ways then you may only
want to only check, view or download email from certain folders in
your account. K-9 gives you flexible ways of doing this.

As an example, you may be subscribed to many email lists but you
don't want to view those messages onto your Android device. Using
your web mail options, you could set up your web mail to
automatically filter these emails into an Email Lists folder which you
would exclude from checking in K-9.

To full explain the process fully, is beyond what we have space for in
this manual. In short however, the process involves setting your folders
to be "Ist or 2nd class". In the example above you would set the Email
Lists folder to be a 2nd class folder.

To access these settings navigate to a folder list. Click on the More
Actions icon. Click on Settings and then Folder Settings.

You will see a list of different options for folder options. T his is where
you can change the display or sync class.
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B, Folder settings

TRAVEL

Show in top group

Show near the top of the folder list

Folder display class
Znd Class

Folder sync class
Same as display class

Folder push class
Mone

For a more in depth look at Folders and classes have a look at the
following page (in English) on the K-9 resource pages.
https://github.com/k9mail/k-9/wiki/WorkingWithClasses

OTHER SETTINGS

There are three level of settings that you are able to change in K-9
Mail, Folder settings, Account Settings and Global Settings. T his section
aims to give a quick overview of some of the most vital settings you
can change. We encourage you to investigate the other settings.

Account Settings
To access account settings navigate to a folder list inside the account

you want to configure, click on the More Actions icon. Click on Settings
and then Account Settings.
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B Account settings

General settings

Reading mail

Fetching mail

Sending mail

Folders

Storage

Notifications

Search

The key sections to investigate here are the Fetching mail and Sending
mail options as they contain the settings you are most likely to want
to alter. A summary of what can be found in some of these different
sections follows.

General Settings: Account name, is this default account, account
color.

Fetching Mail: what classes of folders to check, how often to check
messages, configuring incoming email server.

Sending Mail: set your display name, email address, where to bcc all
emails to, configuring your email signature, message format (plain or
html), always show cc and bcc fields, configuring outgoing (smtp)
settings.

Folders: what classes of folders to show and search, which folders to
use as your draft, sent, spam and trash folder.

Storage: use internal or external storage.

Notifications: show status bar notifications when mail arrives, vibrate,
new mail ringtone.

Search: enable and configure searching on mail server.

CONFIGURING HOW EMAILS TO VIEW
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One of the key things you may want to change is how many messages
you want to keep on your phone in each folder. By default this is set
at 25 which is quite low.

To do this you should change the Local folder size in your Account
settings.

Local folder size

10 messages

25 messages )
50 messages

100 messages

250 messages

500 messages

1000 messages

all messages

Cancel
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ENCRYPTING EMAIL

In this chapter we will look at installing an additional app called APG to
allow us to use K-9 to send and receive encrypted emails.

ABOUT EMAIL ENCRYPTION

Before explaining the process for setting up APG and K-9 it is useful to
know a little about email encryption using the PGP technology.

The process of PGP requires you to use two sets of keys to read and
send emails. Both the sender and receiver of email need a private
(secret) key and a public key to be able to correspond.

/Haw does GPG work? Meet Sacha and John: & a \.

Sacha writes /""" John decrypts the
a message %message with his
f AA

private key
and encrypts with
John's public key

He sends the
massage encrypted
on to the evil world

wide web

C:
-\""\u..__...

~=,  John reads
iHello } the message

A'A

-,
b
| i

a

o

You can see that in order to sent an encrypted mail you will need the
public key of the person you are sending to and vice versa.

/

It is really easy to fake who is sending emails. To counter this, PGP is
also used to sign emails. Signing emails is a good way to check that
email is really sent by the person you receive it from. T here is more
background information about the process here.

OpenPGP is an open source approach to encryption via PGP method. In
these days after the release of information on the PRISM surveillance
programme, it has become accepted that open source solutions offer
the best chance of privacy. APG and K-9 are also open source
applications.

Open source solutions are much less likely to have any 'backdoors'
which allow access by security contractors. Their source code is
available for their users to check. We may not be able to understand
the code, but other users do. This community review process makes
software much more unlikely to contain anything harmful or risky to
use.

INSTALLING AND USING APG TO ENCRYPT
YOUR EMAIL IN K-9

37


http://en.flossmanuals.net/basic-internet-security/ch027_mail-encryption-gpg/

Follow a similar procedure to installing K-9 to install the APG app from
the Play store or F-droid.

APG

THIALFIHAR

M b & 1zaa

prrmrating rigasivre. .

% o P 3

& +1 | 700 people +1'd this.

Rate & review

1Ay et e
Viinel 5 New

= hasic key server support (HKP, please reportbugs :})

= app2sd (untested, let me know if there are problems)

= more choices for pass phrase cache: 1,2, 4, 8 hours

= translations: Norwegian (thanks, Sander Danielsen), Chinese (thanks,
Zhang Fredrick)

= bugfixes

Ml e eyt e
Lesci |_|_;|'.|IL]||‘

After you have checked that the App Permissions are ok, click Accept.
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App permissions

Your messages
Storage

Network communication

See all

If you want to find out more about Android apps and security there
are many resources available on the Internet. As a basic rule, apps
should not ask for more permissions than they need to do their job.

Creating your PGP key pair
Start the APG app. You will see a welcome message that suggests that

you install K-9 Malil, if you haven't already and some other tips, click
oK.

To get started click on the More Actions menu key or the Menu
button if your phone has one.

EncryptFile | | Decrypt File ‘

Encrypt Message Decrypt Message

To get started we need to set up a key pair. You may have one
already if you use PGP in another way. In any case, select Manage
Secret Keys.
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£ £

(+)

Manage Public Keys Manage Secret Keys Add GMail Account
X Q ®

Settings Key Server

Select the More Actions menu again. If you already have a key pair you
can click on Import Keys. If not, then select the Create Key option.

E
Import Keys Export Keys Create Key
L'__|\ ‘{

Settings

You should normally add a pass phrase, a password that gives
additional protection to the process.

Set Pass Phrase

Enter the pass phrase twice.

‘ oK ‘ ‘ Cancel ‘

Click on Set Pass Phrase and enter a chosen password twice.
Click OK.

Add a User ID by dlicking on the + next to User Id and entering a name
and email.
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User IDs o

- :i'Main User ID

Name Encrypted Enigma

Email encryptedenigna@aktivix.org °

Comment

You can now create a key by clicking on the + next to Keys.

Set Pass Phrase

It is suggested that you keep the default setting of RSA but double the
suggested 1024 to 2048.

Create Key
Note: only subkeys support EIGamal, and

for EIGamal the nearest keysize of 1536,
2048, 3072, 4096, or 8192 will be used.

Key Size 2048

Cancel

You now get the option to set an expiry date for your key and to
choose how you will use they key.

Under Usage choose Sign and Encrypt.
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Keys o

Key ID AAA34EDT AGDAGADE
Algorithm RSA, 2048bit
Creation Oct3, 2013

Usage Sign and Encrypt

Expiry Oct 3, 2015

Now click on Save. This completes the process of creating your key
pair (public and secret keys).

You should see your new key in the list of secret keys.

R Encrypted Enigma
U-:.cncryptcdcnignau‘_‘@iakti vix.orgs

fingerprint:
F4B1 5557 374A 22F3 B373

64E9 ABDA 64DB 44A3 4ED1
A7 44A34ED1 (RsA, 2048bit)

If you browse to manage your public keys then you will see your new
public key is listed. This is very useful as you will need to send this key
to people you want to receive encrypted emails from.

Importing Keys from other Applications

You may already have a key pair that you want to import from
another email applications (like Thunderbird). If so you can import
them into AGP. To proceed you will need to export your keys into an
asc or gpg file and transfer them onto the storage space of your
phone via USB or Bluetooth.

In the Manage Private Keys menu, select the Import Keys option.
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Import Keys

Please specify which file to import keys
from. (.asc or.gpg)

/mnt/sdcard/APG/

Delete After Import

Cancel

Now browse to where you have copied your keypair to and select it.

You have the option to delete the key after importing it.

3 items | -drw

documents
0 items | -drw

R
6 items | -drw

encrypted enigma (no password) encryptedenigma@aktivix.org
, (0xBF319D34) pub-sec.asc

5.18Kb |-rw

KingsoftOffice
t 15 items | -drw

This should import your own key to your Private Key menu ready to
be used for encryption.

If you start with Private key you will need to repeat the process with
any public keys you want to inport.

Exchanging Public Keys

To send and receive encrypted mail you need to exchange public keys
with another email user.

First export your key by selecting Export keys from your options in
Manage Public Keys.
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Import Keys Export Keys

A

“

Search Settings

Choose a place to save the exported key which is a text file.

Export Keys
Please specify which file to export to.

WARNING! File will be overwritten if it
exists.

l/m nt/sdcard/APG/pubexport.asc -

Send this public key to one of your contacts that uses PGP and ask
them to send you an encrypted email.

If you want to try but don't know anyone who used encryption, you
can send an email with your public key to
encryptedenigma@aktivix.org.

Sending Encrypted Email

Keeping a track of all these keys can be hard. To make it easier there
are key servers where you can upload your and download other
people's keys.

From the options menu of main screen of AGP select Key Server.

A AL F)

o o {I

Manage Public Keys Manage Secret Keys Add GMail Account

K Q

Settings Key Server

Enter the email of the contact you want to send an email to and select
Search.
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Query Key Server

pool.sks-keyservers.net -

m35hrom@riseup.Lm|

If the key is on the key server it will return a result.

pool.sks-keyservers.net

mashrom@riswp.n_ml

m3shrom
<m3shrom@riseup.net>

The number to the right of the result is called your Key ID. T his key ID
is a quick way of checking you are using the right key as sometimes
there may be more than one key associated with an email address.

Once you have downloaded or imported the key of your contact, you
will be able to send them an email in K-9 easily.

When you compose a new message simply put a tick in the Encrypt
box which is now viisible after installing APG.

5. Compose ® 4 »

encryptedenigma@aktivix.org

Jo

m3shrom <m3shrom@riseup.net>, .
[ ] sign " Encrypt

Unrelated subject

Your password is fishbiscuits4?2

Remember you can only encrypt email to people for who you have the
public PGP key.

To sign your email select the Sign box and then choose the key you
want to use to sign this email.
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m3shrom <m3shrom@riseup.net>, -

o Encrypted Enigma

=encrypledenignamakliviz.orgs

¥ Encrypt

CURRENT LIMITATIONS OF ENCRYPTION
IN K-9

As you can see K-9 uses the external tool APG to do the encryption of
emails. There are some current limitations of this process.

No encryption of attachments or email mime

The encryption process currently only works with the text inside your

email message. T his is called 'inline' encryption. Some email clients also

allow you to encrypt attachments to your email but this is not possible
currently with K-9 / APG.

This process of encrypting attachments is also used to send encrypted
email and attachments together as gpg/mime type. Without going into
the technical details, this is now the preferred way to encrypt your
mail if your client supports it.

Because this is a frequently requested feature, it is very likely that this
will be possible soon. Certainly the Guardian project are working in this
area to create a GnuPG client for Android and are likely to make their
project compatible with K-9.
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