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ABOUT OBSCURACAM
ObscuraCam is an application for Android devices which was created
from the need to quickly obscure the faces of people in photos and
videos taken by smart phones, specifically Android devices.
ObscuraCam is a useful tool to those documenting social movements
and working in the area of human rights.

ObscuraCam was first conceived at the Open Video Conference at a
hackday session. The project was later developed and completed as a
partnership between WITNESS, a Human Rights organisation focusing
on the use of cameras and the Guardian Project, who develop mostly
Android technology with a focus on serving social movements.

WHAT YOU CAN DO WITH OBSCURACAM

The key job of ObscuraCam is to recognise and to obscure faces in
still images and videos taken by Android devices. 

 

Other chapters in this guide will detail exactly how to use ObscuraCam
to select and obscure areas of your photos and videos.  

Alternative methods exist to do the same thing exist in desktop or
online applications. It is possible to use tracking and blurring effects in
video editing applications like Premiere, FCP and Kdenlive. There is also
an emerging feature to blur and obscure faces in YouTube. 

The advantage of ObscuraCam over these other methods is the ability
to obscure your footage immediately after taking it on the same
device and without using complicated video editing software. This
greatly reduces the risk of being apprehended with sensitive footage. 

WHO CAN BENEFIT FROM OBSCURACAM
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OscuraCam was developed primarily to serve those in social
movements using mobile devices to document human rights abuses
and witnessing oppression. Phones and tablets have become a key tool
in the toolkit of those working towards positive social change. Video
and images are a powerful part of movement building. The appeal of
immediately posting newsworthy images to tell our side of the story
and gain attention to our campaigns is understandable but needs to be
balanced with good sense about protecting our sources and
colleagues.   

There is a temptation to prioritise convenience and speed over good
practice especially when using mobile devices. We may install
applications or use web services by because they 'just work' without
full evaluating the risks associated or the policies of the companies
providing them. 

Use of mobile devices can increase some risks. They store images and
video which if it enters the wrong hands could incriminate your
contacts / colleagues. Many governments devote a lot of resources to
gathering information on their citizens. Convictions and oppression of
activists involving the use of data from seized mobile phones and
uploaded footage is now widespread. 

When footage is uploaded to video sharing sites, this allows authorities
to build a visual database of opponents. These kinds of resources can
and have been used to oppress and intimidate individuals. This issue is
well covered by WITNESS in their report Cameras Everywhere and this
post on Visual Anonymity.
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In this climate it is now the duty of a wide range of activists,
campaigners and others to take security seriously and use good
practice as part of our everyday activities. 
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INSTALLING OBSCURACAM 
There are several ways of installing ObscuraCam. If you are used to
installing Android Apps from the Google Play store then this is possible
to do with ObscuraCam. However, if you are concerned about being
tracked you may wish to install ObscuraCam directly from the website
of the makers, the Guardian Project.

To continue, you will need to be connected to the Internet via wifi or a
data connection. 

INSTALLING DIRECTLY FROM THE
GUARDIAN PROJECT

Before you can install an app in the following way you will need to
adjust the security settings on your device to Allow installation of
apps from unknown sources.  

 

While it is great to have an alternative to Google Play and to be able
to install apps directly to our devices, it is important to know that
there are risks to installing apps from untrusted sources. Make sure
you either use Google Play, a trusted source like the f-droid project OR
the website of the developers. Don't download apps (apk files) from
just anywhere on the web.  

To install directly from the Guardian Project point the web browser of
your Android device to http://guardianproject.info.
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Click on the Download Apps link. This takes you to a page where you
can find out more about the apps offered by the Guardian Project and
lists a few different ways of installing them. Scroll down the page until
you see the details for ObscuraCam and click on the Direct Download
(.apk) link. 
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When you have clicked on the link you should get a notification on your
navigation bar that you are downloading a file.

 

When this disappears your download should have completed and you
can click this area of the screen to see your downloaded file. 

 

If the above technique doesn't work for you then you should be able
to find the file in your Download file by using the file manager on your
Android device.
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Using either of the ways above, click on the name of the downloaded
.apk file, in this case to start the installation process. You will be given
a choice on how to install the application. Select Package installer and
click on Just once. 

You are then shown the permissions that ObscuraCam application
needs to run on your device. You should allow this by selection Install. 
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Then click Open when you are done and Accept to the terms of
service when you are happy with them.

You are now ready to use ObscuraCam on your device.

INSTALLING OBSCURACAM FROM GOOGLE
PLAY 

Start Google Play by clicking on the Play icon or the Shop icon on your
android device.

In the top bar, you should then be able to see a search icon that looks
like a magnifying glass. 

In the top left corner of the screen you should see a flashing cursor
allowing you to type a search term to search the Google Play store.

Type in "ObscuraCam".

To search click on the search icon. 

 

The application you want in the list shown is called "ObscuraCam".
Click on the panel to see information on the application. You will also
see the option to INSTALL.
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Click on the INSTALL option and follow the instructions. You will need
to agree to allow ObscuraCam access to storage. This is normal and
you should accept to be able to use the application.

You are now ready to use ObscuraCam on your device.  
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OBSCURING PHOTOS
To start the process of taking and obscuring photos start the
ObscuraCam app on your Android device.

After installing you should find an icon to start ObscuraCam in one of
your applications pages.

Select/ touch the icon to start. 

OBSCURING A NEW PICTURE

To take a picture using the inbuilt camera of your device start the app
and select New Picture. 
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You should see the default layout of your camera phone's app with
some slight alterations. 

For this device you click on the round button to take a photo. 

If have a different device you may have to click on an icon of a
camera or something similar.  

When you have taken a photo you may be presented with different
options. For some devices You can click on the tick at the top to start
obscuring the photo.

 

You can click on the middle icon to retry and take another photo. You
can click on the X to return to ObscuraCam main main menu.

Other devices may give you an option to Save or Discard your photo. 
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The next stages of the process of obscuring your new photo is exactly
the same as for working with existing photos, so read on to find out
how to do it. 

OBSCURING AN EXISTING PHOTO

Let's take the situation where you want to obscure a photo that you
already have on your device. Start the app as before and select the
option to Obscure Photo.

You should see a list of the different places on your device that have
photos stored in them.

Browse until you see the photo you want to obscure. This may be a
photo you have already taken on your device or another one that has
been sent to you via email, web, twitter or other means.

Obscuring faces and other areas 

When you have selected your photo it will open up in ObscuraCam and
immediately it will try to detect the faces in the photo. 
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Depending on the photo it will detect all or some of the faces.

In this case of this example, all faces were detected automatically and
set to do the default pixelation to obscure facial details. 

If we are happy with the areas tagged we can continue. If not, read on
to see the section about adding more tags manually.

We can now save the obscured image by clicking on the icon of the
disc.

You should see notification message saying you are saving your new
image to the Gallery on your device. 
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You should also get the option to delete the original file.

This is a chance to make a decision about if the original file is too risky
to keep on your device.

Adding and configuring more Tags manually to the photo

We may want to pixelate another part of the photo or another faces
that were missed by the automatic facial detection process. We can
also delete tagged areas so that they are unpixelated or obscured in a
different way. 

In the following photo only one of the faces has been recognised and
the area selected it a bit big.
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To alter the size of a tagged area you can touch and slide the corner
of the selected area.

For example to make this area smaller touch and slide the corners
together.  

You can also touch the middle of the selected area and slide it to
move it with our resizing it.  

17



Creating a new tagged area

To create a new obscured area simply touch the area you want to
obscure.

This will create quite a large tagged area which you can move or resize
as you wish.

When you have selected an area if you touch it again you get the
option to delete the area. This can be handy if you create new areas
by mistake. To do this select the Clear Tag options 

 

Zooming in with the zoom tool makes it easier to select some of the
smaller faces in your photos. Zooming is also a good way of checking
if faces that are small still need to be blurred. 
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You can repeat the process until all the faces you need are obscured
and then Save your photo in the normal way.

 

If you want to check what the photo will look like before saving it, then

you can touch the Preview icon. 

OTHER OPTIONS FOR OBSCURING

When you touch each of the areas to obscure there are different
options for obscuring.

 

The default option we have been using is Pixelate. You can see other
options here. This includes Redact which replaces the tagged area with
a black square. 
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CrowdPixel reverses the area to be pixelated and so it pixelates
everything outside the box and keeps the area inside clearly visible. 

Mask puts a mask over the top of faces. This may help to keep the
photo light-hearted but may not be appropriate for serious subjects. 
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OBSCURING VIDEOS
The process of obscuring videos demands quite a lot from your
phone. You may find that the process works better with newer devices
with more powerful processing power, especially for longer videos. 

To obscure videos start ObscuraCam in the normal way and click on
Obscure Video.

AUTOMATICALLY  OBSCURING VIDEOS 

You will then be asked to find a video file on your Android device. If
you have your videos in various locations you will get a choice. 
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After selecting your video. You will be asked if you want ObscuraCam
to try to automatically detect faces in the video.

 

T ry it by selecting Yes. 

You will see the ObscuraCam app trying to recognise the faces in the
video.

If this process is successful we should click on the Save button to start
the process of saving our obscured video. 

If this automatic process does not detect all the faces that we want to
obscure or if we want to make other changes we can do this manually.
It is possible add regions to be tagged, change their size and also
move them.

MANUALLY ADDING AND ALTERING VIDEO
REGIONS TO OBSCURE

To manually add video regions to obscure, start by selecting the first
area you want to obscure. If the area is too small or too big you can
resize it in the same way as with a still image. 
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Now touch on the the play icon on the video play bar at the bottom
of the screen. 

As the video plays, touch and hold the selected area. As the face
moves around on the screen, follow it by moving the selected area.

You will see a green trail start to emerge which maps the movement
of the selected area.

As you are tracking you can select the Pause button to resize or move
your selected area accurately.
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Press Play again to resume the process.  

When you have finished tracking the face you can touch the selected
area again and select Set Out Point. 

 

This process creates a T rail a series of Keyframes which map the
location and size of the selected area (tag) to be blurred. 

If you make a mistake it is possible to Remove Keyframes. Or if you
make a big mistake you can remove the whole trail to start again.    

]

As you play the video you will see a circle moving to the right showing
the progress along the timeline at the bottom of the screen.

You can touch and drag this circle backwards or forwards to review
the video and check if the areas are obscured correctly.   

If there is more than one face or area that you want to obscured then
you can repeat the process above. When you are happy with the areas
to be obscured you can touch the Save icon on your options. 

You should see a progress bar letting you know the progress of the
outputting of your obscured video.
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When this is complete, you can use a video player to review the video
you have created before you upload it or share it in other ways. 

It is possible to click on the Share icon to list the different apps on

your phone that can help you do this. 

VIDEO OUTPUT OPTIONS

Selecting the more actions bar allows you to change video

Preferences. 

These preferences affect the video output settings.  

If we look at the defaults for a device after installing ObscuraCam,
there are as follows.
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Output Framerate: 15 fps 
Output Bitrate: 300 kbps 
Custom Video Width: 480px 
Custom Video Height: 320px 
Output Format: 3gp 
Output Video Codec: libx264 
Output Audio Codec: copy

These default settings are very suitable for sharing a video file quickly
as the file size will be relatively small. However, with these settings you
may lose a fair amount of quality. Many android devices record video
at high quality. As such, there is a trade off between how quickly you
can upload your clip and its quality. 

If you wanted to change the settings to keep some of this quality but
still reduce the file size you may choose some settings like the
following.  

Output Framerate: 30 fps 
Output Bitrate: 900 kbps 
Custom Video Width: 640px 
Custom Video Height: 360px 
Output Format: mp4 
Output Video Codec: libx264 
Output Audio Codec: copy

OTHER TOOLS FOR OBSCURING VIDEO

Blurring using YouTube 

YouTube blurring is a feature that has been introduced to the video
sharing service relatively recently. Here is a short guide on the process.

When signed in, click the arrow next to the Upload button at the top
of any YouTube page. Select Video Manager then select the Edit
button for the video you want to blur. Next select Enhancements and
select Face Blurring. 

When this is done, make sure to preview the video. Often not all faces
will be blurred. You need to check this carefully. If you are happy with
the result then, click Save rather than Save As this will delete the
original video from YouTube's servers.  

This subject is covered in more details on the blog of Witness. 
http://blog.witness.org/2012/07/visual-anonymity-and-youtubes-new-
blurring-tool/
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MORE INFORMATION ON
GUARDIAN PROJECT

OTHER APPS FROM THE GUARDIAN
PROJECT  

There are many other apps available from the creators of
ObscuraCam. Many of them are designed to improve the security of
the use of your phone.

Gibberbot, Orbot, Orweb provide other ways of communicating more
securely via your Android device. They give you options for using
encryption during live chat, web browsing and generally connecting to
the Internet.

Details and tutorials on these apps are available at the Guardian
Project's website. https://guardianproject.info/apps/ 
https://guardianproject.info/apps/tutorials/

InformaCam
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While ObscuraCam aims to subtract information from images, including
metadata of images taken, InformaCam does the opposite by making
sure that accurate and verifiably metadata is taken along with images
and video. The thinking behind this is to make sure that footage can
be used in courts with good authority.

According to WITNESS' Bryan Nunez, ObscuraCam is part of a
larger app suite called SecureSmartCam, a “suite of mobile
media apps designed for activists, journalists, and citizen
witnesses. The other app in the suite is InformaCam, which
adds an array of smartphone sensor data (GPS, network
information, etc.) to the video and images captured. The idea
is that this information could be important in cases where the
pictures and videos shot with the smartphone are used as
legal evidence.”

THE IMPORTANCE OF OPEN SOURCE

The fact that the Guardian Project code is open source (specifically
Free Software) is advantageous for a number of reasons. One of the
most relevant is that anyone can inspect the 'source' of the
programme to see how the code works.

A large amount of surveillance happens through 'backdoors' in
software. This allows contractors to bypass normal security and
makes spying much easier. In Open Source projects such backdoors
would be viewable in the source code and identified.

Additionally, when choosing Open Source apps we also should check
that there is a healthy community of developers and peers inspecting
the work being done to check it does exactly what it should do, and
most importantly nothing more than it should do.

There are a few ways to test this. You can look the project's code
home which is often at Github. Here you can see how often the project
is updated and how many people are working on it and how good the
documentation and help files are. You can also check the
communications channels of the project to see if there is an active
mailing list or IRC (chat channel). 

There are many interesting Android and iPhone apps that may be free
to download but are unfortunately no longer available or kept up to
date. This situation is partly due to the high turn-over of start up
companies that try out free apps but then withdraw them if they are
not very successful. This is much less likely to happen to Open Source
projects with a strong community.

 

GETTING INVOLVED
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There are many ways that you can get involved with the Guardian
Project and the development of ObscuraCam. If you are a techie then
you could apply to be an alpha tester.  Alpha testers are invited to
test out apps before they are released -
https://guardianproject.info/contact/alpha-testers-apply-here/ 

There is also a page which details other ways to work with the project
which is targeted more towards group and partner projects.
https://guardianproject.info/home/how-you-can-work-with-us/ 

GETTING HELP

You can also contact the team via the contact page of their website. 
https://guardianproject.info/contact. This page has details of their
twitter account (@guardianproject) and relevant email lists for users
and developers to get help.   

Another way of getting help is probably via the chat client called IRC.
You can find many of the team and supporters there in the network
irc.freenode.net  channel #guardianproject. 
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